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I. INTRODUCTION 

A computer network is an interconnected group of 

autonomous computing nodes which use a well-

defined, mutually-agreed set of rules and 

conventions known as Protocols, interact with one-

another meaningfully and allow resource-sharing 

preferably in a predictable and controllable manner. 

Study of methods of analysis of security 

requirements and needs of such systems and 

consequent design, implementation and 

deployment is the primary scope of the discipline 

named as Network Security. Although named as 

network security, the principles and mechanisms 

involved herein do apply to Internet works as well. 

Network security starts from authenticating any 

user. Once authenticated, firewall enforces access 

policies such as what services are allowed to be 

accessed by the network users. Though effective it 

cannot prevent unauthorized access, this 

component fails to check potentially harmful 

contents such as computer worms being transmitted 

over the network. An intrusion prevention system 
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(IPS) helps detect and prevent such malware. IPS 

also monitors for suspicious network traffic for 

contents, volume and anomalies to protect the 

network from attacks such as denial of service. 

Communication between two hosts using the 

network could be encrypted to maintain privacy. 

 II. SYMMETRIC CRYTOGRAPHY ALGORITHM 

Some of the Symmetric Cryptographic algorithms 

are discussed below: 

2.1  Data Encryption Standard (DES) 

DES is a complex block cipher. DES was designed by 

IBM and adopted by the U.S. government as the 

standard encryption method for nonmilitary and 

misclassified use. The algorithm encrypts a 64bit 

plaintext block using a 64bit key. DES has two 

transposition blocks (P-boxes) and 16 complex 

round ciphers (they are repeated). Although the 16 

iteration round ciphers are conceptually the same, 

each using a different key derived from the original 

key. The initial and final permutations are keyless 

straight permutations are keyless straight 

permutations that are the inverse of each other. The 

permutation takes a 64bit input and permutes them 

according to predefined values. Each round of DES is 

complex round cipher. DES is the archetypal block 

cipher  an algorithm that takes a fixed length string 

of plaintext bits and transforms it through a series of 

complicated operations into another ciphertext 

bitstring of the same length. In the case of DES, the 

block size is 64bits. DES also uses a key to customize 

the transformation, so that decryption can 

supposedly only be performed by those who know 

the particular key used to encrypt. The key 

ostensibly consists of 64 bits; however, only 56 of 

these are actually used by the algorithm. Eight bits 

are used solely for checking parity, and are 

thereafter discarded. Hence the effective key length 

is 56 bits, and it is usually quoted as such. 

2.2 Triple DES   

Critics of DES contend that the key is too short. To 

lengthen the key, Triple DES or 3DES has been 

proposed and implemented. This uses three DES 

blocks. Note that the encrypting block uses an 

encryption-decryption-decryption combination of 

DES’S, while the decryption block uses a encryption-

decryption-decryption combination. Two different 

versions of 3Des are in use: 3Des with two keys and 

3DES with three keys. To make the key size 112 bits 

and at the same time protect DES from attacks such 

as the man-in-the-middle attack, 3DES with two keys 

was designed. In this version, the first and the third 

keys are the same (key1=key3). This has the 

advantages in that a text encrypted by a single DES 

block can be decrypted by the new 3DES. We just 

set all keys equal to key1. Many algorithms use a 

3DES cipher with three keys. This increases the size 

of the key to 168 bits. 

2.3 International Data Encryption Algorithm (IDEA) 

The International Data Encryption Algorithm (IDEA) 

is perceived as one of the strongest cryptographic 

algorithm. It was launched in 1990 & underwent 

certain changes in names & capabilities. Although it 

is quite strong. IDEA is not as popular as DES for two 

primary reasons. Firstly, it is patented unlike DES & 

therefore must be licensed before it can be used in 

commercial applications. Secondly DES has a long 

track record as compared to IDEA. 

(a) How IDEA works 

Basic Principles: Technically, IDEA is a block cipher. 

Like DES, it works on 64bit plaintext blocks. The key 

is longer and consists of 128 bits. IDEA is reversible 

like DES, that is, the same algorithm is used for 

encryption and decryption. Also, IDEA uses both 

diffusion and confusion for encryption. The working 

of IDEA can be visualized at a broad level as in figure 

1.6.3.1. The 64 bit input plaintext block is divided 

into four portion of plaintext (each of size 16 bits), 

say P1 to P4.Thus P1 to P4 are the inputs to first 

round of algorithm. There are eight such rounds. In 

each round, six sub-keys are generated from the 

original key. Each of sub-keys consists of 16 bits. 

These six sub-keys are applied to the four input 

blocks P1 to P4. Thus, for the first round, having six 

keys K1 to K6. For the second round, having keys K7 

to K12. Finally, for the eighth round, keys K43 to 

K48. The final step consists of an Output 

Transformation, which uses just four keys K49 to 

K52. The final output is output produced by Output 

transformation step, which is four blocks of 

ciphertext named C1 to C4 (each consists of 16 bits). 

These are combined to form the final 64-bit cipher 

text block. 
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Figure 1.6 Broad level steps in IDEA         

(b) Rounds:  There are 8 rounds in IDEA. Each round 

involves a series of operations on the four data 

blocks using six keys. At a broad level, these steps 

can be described as in figure 1.6.3.2   these steps 

perform a lot of mathematical actions. There are 

multiplication, additions and XOR operations. Sub 

key generation for a round: As each of eight rounds 

makes use of six sub-keys (so, 8*6=48 sub keys are 

required for rounds) and the final output 

transformation uses four sub keys (making a total of 

48 +4=52 sub-keys overall). From input keys of 128 

bits, how are these 52 sub keys generated? Let us 

understand this with explanation for the first two 

rounds. First round we know the initial key consists 

of 128 bits, from which 6 sub keys K1 to K6 are 

generated for the first round. Since K1 to K6 consists 

of 16 bits, the first 96 bits (6 sub- key * 16 bits per 

sub key) are used for first round. Thus, at the end of 

first round, bits 97-128 of the original key is unused 

Second round in this round first the 32 unused bits 

of first round are used. 

Thus for second round, we require (92–32=64) more 

bits. However we already exhausted all the 128 bits 

of original key. How we get the remaining 64 bits? 

For this, IDEA employs the technique of key shifting. 

At this stage the original key do 25 bits leave shifting 

circularly. That is 26
th

 bit of original key moves to the 

first position and becomes the first bit after the shift 

and the 25
th

 bit of original key moves to the last bit 

position and becomes the 128
th

 bit after the shift. 

The second round uses the bits 97-128 of the first 

round, and after 25-bit shift bits 1-64. For the third 

round, we then use the remaining bits, i.e. bits 65-

128 (i.e. a total of 64 bits). Again shift on 25 bits 

occurs, and post this shifting, bits 1-32 are used in 

third round, and so on. Thus in every round, 96 bits 

are obtained in the same manner, and this is how 

128 bits key is divided into 96-bit sub keys. At the 

end of the last round, we have no unused bits. They 

are used in the Output Transformation.  

Figure 1.7 one round in IDEA 

Output Transformation:  The Output Transformation 

is a onetime operation. It takes place at the end of 

the 8
th

 round. The input to Output Transformation 

is, of course, the output of the 8
th

 round. This is, as 

usual, a 64-bit value divided into four sub-blocks 

(say R1 to R4, each consisting of 16 bits). Also, four 

sub-keys are applied here and not six. We assume 

that four 16-bit sub-keys K1 to K4 are available to 

the Output transformation. 

(c) Sub Key Generation for the Output 

Transformation:  The process for the Sub Key 

Generation for the Output Transformation is exactly 

similar to the sub-key generation process for the 

eight rounds. Recall that at the end of eighth and 

final round, the key was exhausted. Hence, 25 bits 

again shift the key. Post this shift operation, the first 

64 bits of the key are taken, and are called as sub-
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key K1 to K4 for the final output Transformation 

round. 

Figure 1.8 Output Transformation process 

 (d) IDEA Decryption: The decryption process is 

exactly the same as the encryption process. There 

are some alterations in the generation and pattern 

of sub-keys. The decryption sub keys are actually 

inverses of the encryption sub-keys. 

(e) The Strength of IDEA: IDEA uses the 128 bits key, 

which is double than the key size of DES.Thus to 

break in to IDEA, 128 (i.e. 10) encryption operation 

would be required. As, if we obtain the correct key, 

only half of the possible keys (i.e. the half of the key 

space) need to examined, a single computer 

performing one IDEA encryption per microsecond 

would require more than 

5400000000000000000000000 years to break IDEA. 

2.4 RC2 

In cryptography, RC2 is a block cipher designed by 

Ron Rivest in 1987. "RC" stands for "Ron's Code" or 

"Rivest Cipher"; other ciphers designed by Rivest 

include RC4, RC5 and RC6. The development of RC2 

was sponsored by Lotus, who were seeking a custom 

cipher that, after evaluation by the NSA, could be 

exported as part of their Lotus Notes software. The 

NSA suggested a couple of changes, which Rivest 

incorporated. After further negotiations, the cipher 

was approved for export in 1989. Along with RC4, 

RC2 with a 40-bit key size was treated favourably 

under US export regulations for cryptography. A 64-

bit block cipher using variable-sized keys designed to 

replace DES. Its code has not been made public 

although many companies have licensed RC2 for use 

in their products RC2 is a symmetric encryption 

algorithm with variable key length. It was developed 

by Ron Rivest (RC stands for Ron‚s Code or Rivest 

Cipher). Its speed does not depend on the key 

length. The algorithm itself has never been 

published; RC2 is integrated in the CBC mode. 

2.5 RC4 

RC4 is a stream cipher designed in 1987 by Ron 

Rivest for RSA Security. It is a variable key-size cipher 

with byte-oriented operations. The algorithm is 

based on the use of random permutation. Eight to 

sixteen machine operations are required per output 

byte, and the cipher can be expected to run very 

quickly in software. RC4was kept as a trade secret by 

RSA security. In September 1994, the RC4 algorithm 

was anonymously posted on the Internet on the 

Cypherpunks anonymous mailers list. The RC4 

algorithm is remarkably simply and quite easy to 

explain. A variable length key of from 1 to 256 bytes 

(8 to 2048 bits) is used to initialize a 256 byte state 

vector S, with elements S[0], S[1],……….,S[255]. At all 

times, S contains a permutation of all 8 bits numbers 

from 0 through 255. For encryption and decryption, 

a byte k is generated from S by selected one of the 

255 entries in the systematic fashion. As each value 

of k is generated, the entries in S are once again 

permuted. For our analysis we will take with 8-bit 

key. 

(a) Strengths of RC4 

1. The difficulty of knowing where any value is in the 

table.  

2. The difficulty of knowing which location in the 

table is used to select each value in the sequence.  

3. A particular RC4 key can be used only once. 

4. Encryption is about 10 times faster than DES 

(b) Weakness of RC4: 

The RC4 algorithm is vulnerable to analytic attacks 

of the state table. 

2. One in every 256 keys can be a weak key. These 

keys are identified by cryptanalysis that is able to 

find circumstances under which one of more 

generated bytes are strongly correlated with a few 

bytes of the key. 
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3. Weak Keys: these are keys identified by 

cryptanalysis that is able to find circumstances 

under which one or more generated bytes are 

strongly correlated with small subset of the key 

bytes. These keys can happen in one out of 256 keys 

generated. 

2.6  Advanced Encryption Standard (AES) 

In cryptography, the Advanced Encryption Standard 

(AES), also known as Rijndael, is a block cipher 

adopted as an encryption standard by the U.S. 

government. It has been analyzed extensively and is 

now used worldwide, as was the case with its 

predecessor the Data Encryption Standard (DES). 

AES was announced by National Institute of 

Standards and Technology (NIST) as U.S. FIPS PUB 

197 (FIPS 197) on November 26, 2001 after a 5-year 

standardization process. It became effective as a 

standard May 26, 2002. As of 2006, AES is one of the 

most popular algorithms used in symmetric key 

cryptography. It is available by choice in many 

different encryption packages.The cipher was 

developed by two Belgian cryptographers, Joan 

Daemen and Vincent Rijmen, and submitted to the 

AES selection process under the name "Rijndael", a 

portmanteau of the names of the inventors. Unlike 

DES, its predecessor, Rijndael is a substitution-

permutation network, not a Feistel network. AES is 

fast in both software and hardware, is relatively easy 

to implement, and requires little memory. As a new 

encryption standard, it is currently being deployed 

on a large scale. Strictly speaking, AES is not 

precisely Rijndael (although in practice they are used 

interchangeably) as Rijndael supports a larger range 

of block and key sizes; AES has a fixed block size of 

128 bits and a key size of 128, 192, or 256 bits, 

whereas Rijndael can be specified with key and 

block sizes in any multiple of 32 bits, with a 

minimum of 128 bits and a maximum of 256 

bits.Due to the fixed block size of 128 bits, AES 

operates on a 4×4 array of bytes, termed the state 

(versions of Rijndael with a larger block size have 

additional columns in the state). Most AES 

calculations are done in a special finite field. 

(a) Operation 

The basics of Rijndael are in a mathematical concept 

called as Galois field theory. Similar to the way DES 

functions, Rijndael also uses the basic techniques of 

substitution and transposition (i.e. permutation). 

The key size and plain text block size decide how 

many rounds need to be executed. The minimum 

number of rounds is 10 (when key size and plaintext 

block size are each 128 bits) and the maximum 

number of rounds is 14. One key differentiator 

between DES and Rijndael is that all the Rijndael 

operation involves entire byte and not individual bits 

of a byte. This provides for more optimized 

hardware and software implementation of the 

algorithm.  

C.PROBLEM Definition 

Cryptography is an emerging technology, which is 

important for network security. Research on 

cryptography is still in its developing stages and 

considerable research efforts are still required for 

secured communication. My objective is devoted to 

the security and attack aspects of cryptographic 

techniques, particularly to Modern Cipher 

techniques such as DES, 3DES in both the modes i.e. 

ECB and CBC. Other algorithms under consideration 

are IDEA, RC2, RC4, and AES. I will study the 

dominant issues of security, attack and various 

information theory characteristics of ciphertexts. 

The simulation based information theory tests such 

as Entropy, Floating Frequency, Digram, Trigram, 

Fourgram, Autocorrelation and Periodicity on 

ciphertext will be done. Also the Modern cipher 

techniques will be evaluated on the basis of its 

keylength.  

1.Review of Modern Ciphers. 

2.Analysis of Modern Block Cipher Techniques. 

3.Comparison of Modern Block Cipher Techniques  

D. Methodology 

CrypTool simulator is a freeware program, which 

enables you to apply and analyze cryptographic 

mechanisms. It has the typical look-and-feel of a 

modern Windows application. CrypTool contains 

exhaustive online help, which can be understood 

without extensive knowledge of cryptography. 

CrypTool is available in English, German and Polish. 

CrypTool has implemented almost all state-of-the-

art crypto functions and allows you to learn about 

and use cryptography within the same environment. 

A summary of all the encryption algorithms 

implemented in CrypTool is available in the online 

help page for the Crypt/Decrypt menu. Both, the 

included CrypTool presentation as well as the 

CrypTool web site, contain many screen shots. 
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